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Information Security Guidelines and Policy

1. Objectives

This Information Technology Policy aims to establish guidelines for the proper use,
management, and protection of the information-technology resources of the Hong Kong,
China Skating Union Limited (HKSU). This policy ensures the security of computer systems
and data. To manage information-technology resources and communication systems
effectively, these guidelines and procedures are formulated to protect computer files,
electronic mail, and any other forms of information used for storing, transmitting, and
processing data.

2. Scope of Application
These guidelines and procedures apply to all directors, committee members, and staff
(including short-term contract and part-time staff) of HKSU, regardless of their terms of
employment. They also apply to all members, judges, athletes, and coaches who use or
have access to HKSU’s information-technology resources (including hardware, software,
networks, and data).

3. Discipline
3.1. Any illegal activities are strictly prohibited, including but not limited to:
3.1.1. Unauthorized access to computer data;
3.1.2. Access to or use of a computer with criminal or dishonest intent;
3.1.3. Criminal damage, such as defacing websites or distributing computer viruses;
3.1.4. Unauthorized use of network resources;
3.1.5. Cracking, stealing, or misappropriating accounts and passwords of others; and
3.1.6. Disclosing the accounts and passwords of others without reasonable excuse.

3.2. Accessing or downloading pornographic material is strictly prohibited.

3.3. Creating, accessing, downloading, or forwarding abusive, immoral, discriminatory,
or offensive materials is strictly prohibited. Users shall not make any vulgar remarks,
suggestions, or comments that may humiliate or embarrass members of HKSU or
any third party.

3.4. Disseminating computer viruses or any other programs that interfere with or destroy
system functions on the network or within others' computers is strictly prohibited.

3.5. The use of peer-to-peer (P2P) file-sharing software to share and download files is

strongly discouraged.
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External storage media (such as USB flash drives) and files from unknown sources
shall not be used unless they have been scanned and cleared of all infections through
computer virus and malicious code checks.

No program or software shall be downloaded or executed when using the internet
without the prior approval of the person-in-charge.

No information relating to HKSU shall be uploaded to external websites without

proper authorization.

4. Security and Protection
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Account passwords shall be set for all desktop and laptop computers, and
passwords shall be changed on a regular basis.

Device connection to unreliable or unknown wireless networks is strictly
prohibited.

All staff members shall properly safeguard all mobile devices (such as laptops or
mobile phones), especially when outdoors, and shall keep them in their personal
possession. When devices are left unattended, staff must ensure they are secure
against theft and utilize any provided security equipment (for example, laptop
security locks).

HKSU ensures that information systems are protected against threats by installing
anti-virus and firewall systems. If a computer is suspected of being infected by a
virus, the user must immediately cease using the computer and report the matter
to the responsible personnel.

HKSU regularly conducts security risk assessments and internal compliance audits.
These include reviews of information system updates, vulnerability remediation,
patch installation, privilege management, and security configurations, to identify
potential security vulnerabilities and seek solutions.

Items such as tea, water, beverages, and small stationery items should not be
placed near computers to avoid damage to computer equipment.

Users shall utilize security tools, such as access passwords, to protect the security
of computer terminals and desktop computers.

Computers shall be shut down before leaving the workplace, and the shutdown
process must follow standard operating procedures.

No computer equipment shall be disassembled or modified without authorization.

4.10. Any loss or theft of equipment or information shall be reported immediately upon

discovery.
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4.11. Users must remain vigilant against phishing emails. Do not click on any suspicious
links or open suspicious attachments. Such emails shall be deleted promptly and
reported to relevant personnel. Users shall not deliberately or maliciously reply to

or forward these emails.

5. Backup and Archiving
5.1. Users shall regularly back up work-related data and information.
5.2. Confidential or sensitive files and data shall be physically segregated and isolated
from external networks.
5.3. Encryption options shall be enabled whenever possible when backing up sensitive

and confidential information/data.

6. Software Licensing and Usage
Only software that complies with its corresponding software license agreement may

be installed on office equipment.

7. Enquiries
Enquiries regarding this policy or the responsibilities outlined herein may be directed

to the Executive Committee.
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