
HKSU_V202610 

Information Security Guidelines and Policy 
 
1. Objectives 

This Information Technology Policy aims to establish guidelines for the proper use, 
management, and protection of the information-technology resources of the Hong Kong, 
China Skating Union Limited (HKSU). This policy ensures the security of computer systems 
and data. To manage information-technology resources and communication systems 
effectively, these guidelines and procedures are formulated to protect computer files, 
electronic mail, and any other forms of information used for storing, transmitting, and 
processing data. 

 
2. Scope of Application 

These guidelines and procedures apply to all directors, committee members, and staff 
(including short-term contract and part-time staff) of HKSU, regardless of their terms of 
employment. They also apply to all members, judges, athletes, and coaches who use or 
have access to HKSU’s information-technology resources (including hardware, software, 
networks, and data). 

 
3. Discipline 

3.1. Any illegal activities are strictly prohibited, including but not limited to: 
3.1.1. Unauthorized access to computer data; 
3.1.2. Access to or use of a computer with criminal or dishonest intent; 
3.1.3. Criminal damage, such as defacing websites or distributing computer viruses; 
3.1.4. Unauthorized use of network resources; 
3.1.5. Cracking, stealing, or misappropriating accounts and passwords of others; and 
3.1.6. Disclosing the accounts and passwords of others without reasonable excuse. 

3.2. Accessing or downloading pornographic material is strictly prohibited. 
3.3. Creating, accessing, downloading, or forwarding abusive, immoral, discriminatory, 

or offensive materials is strictly prohibited. Users shall not make any vulgar remarks, 
suggestions, or comments that may humiliate or embarrass members of HKSU or 
any third party. 

3.4. Disseminating computer viruses or any other programs that interfere with or destroy 
system functions on the network or within others' computers is strictly prohibited. 

3.5. The use of peer-to-peer (P2P) file-sharing software to share and download files is 
strongly discouraged. 
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3.6. External storage media (such as USB flash drives) and files from unknown sources 
shall not be used unless they have been scanned and cleared of all infections through 
computer virus and malicious code checks. 

3.7. No program or software shall be downloaded or executed when using the internet 
without the prior approval of the person-in-charge. 

3.8. No information relating to HKSU shall be uploaded to external websites without 
proper authorization. 

 
4. Security and Protection 

4.1. Account passwords shall be set for all desktop and laptop computers, and 
passwords shall be changed on a regular basis. 

4.2. Device connection to unreliable or unknown wireless networks is strictly 
prohibited. 

4.3. All staff members shall properly safeguard all mobile devices (such as laptops or 
mobile phones), especially when outdoors, and shall keep them in their personal 
possession. When devices are left unattended, staff must ensure they are secure 
against theft and utilize any provided security equipment (for example, laptop 
security locks). 

4.4. HKSU ensures that information systems are protected against threats by installing 
anti-virus and firewall systems. If a computer is suspected of being infected by a 
virus, the user must immediately cease using the computer and report the matter 
to the responsible personnel. 

4.5. HKSU regularly conducts security risk assessments and internal compliance audits. 
These include reviews of information system updates, vulnerability remediation, 
patch installation, privilege management, and security configurations, to identify 
potential security vulnerabilities and seek solutions. 

4.6. Items such as tea, water, beverages, and small stationery items should not be 
placed near computers to avoid damage to computer equipment. 

4.7. Users shall utilize security tools, such as access passwords, to protect the security 
of computer terminals and desktop computers. 

4.8. Computers shall be shut down before leaving the workplace, and the shutdown 
process must follow standard operating procedures. 

4.9. No computer equipment shall be disassembled or modified without authorization. 
4.10. Any loss or theft of equipment or information shall be reported immediately upon 

discovery. 
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4.11. Users must remain vigilant against phishing emails. Do not click on any suspicious 
links or open suspicious attachments. Such emails shall be deleted promptly and 
reported to relevant personnel. Users shall not deliberately or maliciously reply to 
or forward these emails. 

 
5. Backup and Archiving 

5.1. Users shall regularly back up work-related data and information. 
5.2. Confidential or sensitive files and data shall be physically segregated and isolated 

from external networks. 
5.3. Encryption options shall be enabled whenever possible when backing up sensitive 

and confidential information/data. 
 
6. Software Licensing and Usage 

Only software that complies with its corresponding software license agreement may 
be installed on office equipment. 

 
7. Enquiries 

Enquiries regarding this policy or the responsibilities outlined herein may be directed 
to the Executive Committee. 
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資訊安全指引政策 

 

 1. 目標  

本資訊科技政策旨在制定指引， 以妥善使用、管理和保障中國香港滑冰聯盟有限

公司(本會)的資訊科技資源。本政策確保電腦系統和數據的安全，並且為了管理資

訊科技資源和通信系統，故制定此指引和程序，以保護電腦檔案、電子郵件以及用

於存儲、傳輸和處理信息的任何其他形式的資料。  

 

2. 適用範圍  

本指引和程序適用於本會的所有董事、委員會成員、職員 (包括短期合約及兼職職

員)，無論其僱傭條款如何，以及使用或接觸本會資訊科技資源 (包括硬件、軟件、

網絡及數據)的會員、裁判、運動員和教練。  

 

3. 紀律  

3.1 禁止從事任何違法活動：  

3.1.1 未獲授權下取用電腦資料；  

3.1.2 有犯罪或不誠實的意圖使用電腦；  

3.1.3 刑事毀損如破壞網頁或傳播電腦病毒；  

3.1.4 未經授權使用網絡資源；  

3.1.5 破解、竊取或者盜用他人賬號和密碼；和  

3.1.6 在沒有正當理由的情況下披露他人的帳戶和密碼。 

3.2 禁止存取或下載色情資料。 

3.3 禁止製作、存取、下載或轉發辱駡、不道德、歧視性或冒犯他人的資料，或發

表任何可能使本會成員或任何第三方受辱或感到尷尬的低俗言論、建議或評論。  

3.4 禁止在網絡上或他人電腦中散布電腦病毒及其他干擾或破壞系統機能之程式。  

3.5 不建議使用 P2P 傳輸軟體來分享和下載檔案。 

3.6 除非經過電腦病毒及惡性程式碼檢查及清除所有的感染，否則不得使用來歷不

明的外來儲存媒體（如 USB 記憶體）和檔案。  

3.7 未經負責人批准，在使用網際網絡時不得下載或執行任何程式或軟體。  

3.8 未經適當授權，不得將任何與本會有關的資訊上載到外部網站。  

 

4. 安全與保護  

4.1. 所有桌面電腦和手提電腦都應訂定帳號密碼，並應定期對密碼作更換。  

4.2. 切勿將裝置連接至不可靠或來歷不明的無線網絡。  
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4.3. 所有職員要妥善保管所有行動裝置設備（筆記型電腦或手機等），尤其是在外

出的時候，要隨身攜帶。但是如果設備無人看管時，要確保不易被竊，並使用

提供的任何安全設備（例如，筆記型電腦安全鎖）。  

4.4. 本會通過安裝防病毒和防火牆系統，確保資訊系統免受威脅。如果懷疑電腦受

到病毒感染，用戶必須立即停止使用該電腦並向負責人員報告。  

4.5. 本會定期進行安全風險評估和內部合規審計，包括對資訊系統更新、漏洞修復、

修補程式安裝、權限管理和安全配置的檢討，以識別潛在的安全漏洞並尋求解

決方案。  

4.6. 電腦附近避免放置茶水、飲料、細小文具用品等物品，以免造成電腦設備損壞。  

4.7. 用戶應使用訪問密碼等安全工具，以保護電腦終端機和桌上電腦的安全。  

4.8. 應在離開工作場所之前採取關閉電腦的做法，電腦關機應依正常程序操作。 

4.9. 請勿任意拆卸或加裝任何電腦設備。  

4.10. 一旦發現設備或資訊遺失或被竊，應立即通報。  

4.11. 注意釣魚郵件。請勿存取任何可疑連結或提取可疑附件，應適時清除並向相關

人員報告，不要蓄意或惡意地回寄或轉寄這些郵件。  

 

5. 備份和存檔  

5.1. 用戶應定期對與工作相關的資料和資訊進行備份。  

5.2. 機密或敏感檔案資料應進行實體隔離，與外部網絡隔離。  

5.3. 在備份敏感和機密資訊/資料時，應盡可能啓用加密選項。 

 

6. 備份和存檔  

只有遵從相應的軟體授權協議的軟體才能安裝到辦公設備上。  

 

7. 查詢  

如對此政策或對其中的責任有任何疑問，請向執委會查詢。 

 


